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§ camuz H.323

H.323 was originally created to provide a mechanism for transporting
multimedia applications over LANs but it has rapidly evolved to address the
growing needs of VoIP networks. One strength of H.323 was the relatively early
availability of a set of standards, not only defining the basic call model, but in
addition the supplementary services, needed to address business
communication expectations. H.323 was the first VoIP standard to adopt the
IETF standard RTP to transport audio and video over IP networks. H.323 is
based on the ISDN Q.931 protocol and is suited for interworking scenarios
between IP and ISDN, respectively between IP and QSIG. A call model, similar
to the ISDN call model, eases the introduction of IP Telephony into existing
.networks of ISDN based PBX systems

§ cuuz SIP

The Session Initiation Protocol (SIP) is a protocol developed by the IETF MMUSIC
Working Group and proposed standard for initiating, modifying, and terminating
an interactive user session that involves multimedia elements such as video,
voice, instant messaging, online games, and virtual reality. In November 2000,
SIP was accepted as a 3GPP signaling protocol and permanent element of the
IMS architecture. It is one of the leading signalling protocols for Voice over IP
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It supports all major VolP features like audio and video call, call hold, call
.transfer, call forwarding. It also supports instant messaging

Ekiga supports the best free audio and video codecs for a superior audio and
.video quality, together with echo cancellation
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Ekiga'Configuration Assistant (207 7)

Please enter your first name and your surname:

[ ]

Your first name and sumame will be used when connecting
to other VolP and videoconferencing software.
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Ekiga'Configuration Assistant (307 7)

Please enter your username:

[

Please enter your password:

|

The usemame and password are used to login to your
existing account at the ekiga. net free SIP service. If you do
not hawve an ekiga.net SIP address yet, you may first create
an account below. This will provide a SIP address that allows

people to call you.

You may skip this step if you use an altemative SIP service,

or if you would prefer to specify the login details later.

[] | do not want to sign up for the ekiga.net free senice

Get an ekiga.net SIP account
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Ekiga Configuration Assistant (4 of 8)

Please enter your account IC:

[ ]

Please enter your PIN code:

| l

You can make calls to regular phones and cell numbers
worldwide using Ekiga.

To enable this, you need to do three things:

- First buy an account at the URL below.

- Then enter your account D and PIN code.

The service will work only if your account is created using
the URL in this dialog.

Get an Ekiga Call Qut account

Recharge the account

Consult the balance historny

Consult the calls history

[] | do not want to sign up for the Ekiga Call Out senice
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Ekiga Configuration Assistant (4017}

Please choose your connection type:

56k Modem =

The connection type will permit detemmining the best quality
settings that Ekiga will use durning calls. You can later
change the settings individually in the preferences window.




Please choose the audio ringing device:

PTLIB/ALSA/Default

The audio ringing device is the device managed by the
audio manager that will be used to play the ringing sound.

Please choose the audio output device:

PTLIB/ALSA/Default

The audio output device is the device managed by
the audio manager that will be used to play audio.

Please choose the audio input device:

PTLIB/ALSA/Default

The audio input device is the device managed by
the audio manager that will be used to record your
voice.

Please choose your video input dewvice:

EF’TLIBNJI-LEIUVC Camera (041e:4058) v

The video manager is the plugin that will
manage your video devices, VideodLinux is the
mast common choice if you own a webcam.

This step is optional and concerns users with video devices (e.g. webcams)
.only. If you do not have any video devices you may skip this page

If you have a webcam or video device in the list you may select it here
DS ol ) oo o)l wle Mol



You hawve now finished the Ekiga configuration. All the
settings can be changed in the Ekiga preferences. Enjoy!

Configuration summary:

Option Value
Full name FirstMame Surname
Usermname yannick

Connection type xDsL/Cahble

Audio ringing device PTLIB/ALSA/Default

Audio output device PTLIB/ALSA/Default

Audio input device  PTLIB/ALSA/Default

Video input device  PTLIBAALZANVC Camera (041e:4058)
SIP URI Mone
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Chat Edit View Tools Help

[sip:EDD@ekiga.net

Contacts | Dialpad | Call history |

Network neighbours
Local roster

=~ Devel (2/28)
.;_;. PSTN phone number

.;_;. Cell phone number

Connected with 500
Call Duration: 00:01:09
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Register Ekiga to a VolP service
.You can register to many VoIP service providers as you want using Ekiga

None of those providers is mandatory to have Ekiga behaving properly. But
having at least one VoIP service provider will greatly enhance the softphone
.Ekiga

.VoIP services can provide some very useful features to Ekiga

SIP Address (like sip:me@provider.net): If you want to call other users and-
to be callable, you're best off with a 'human readable address'(sip
address), which in essence, looks just like an email address. The SIP
address can be used by other users to call you. Similarly, you can use the
SIP address of your friends and family to call them. For example,
sip:dsandras@ekiga.net is the protocol & address used to call the author
.of Ekiga

Searchable adressbook: Most providers maintain a database registering-
their users and may also provide a search feature through it. Ekiga is able
.to tap into remote adressbooks if they use the LDAP technology

Conference calls: This service is in charge of collecting all audio (and-
possibly video) flux and mixing them before sending them back to the
.participants. The free PBX Asterisk can provide this feature too

Peering: This is the agreement between VoIP Service Providers which.
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enables the users of one service to call users of another. This is usually
implemented by dialing a special prefix number and then the number of
.(the recipient (on the 'other' service

PC-To-Phone and Phone-To-PC calls: commercial providers may provide-
you a bridge to PSTN/Cell phones networks. The service routes the call to
.those networks, typically charging you for the operation

Voice mail: If you're not available, a caller may leave you a voice-
message. Ekiga tells you how many messages you have waiting. The free
.PBX Asterisk can provide this feature too

.etc.
:e.g. The assistant propose you 2 VolIP services

Ekiga.net is a free VoIP service for PC-to-PC communications. Ekiga.net.
allows you to have a SIP address, to search its adressbook, to setup
conference calls, and to join friends using other providers with peering or
.ENUM

Ekiga Call Out is a commercial VoIP service for PC-to-Phone and Phone-to--
.PC communications. It also incluse sending SMS PC-to-Phone

SCREENSHOT: account window

You can manage VolIP service providers by selecting Edit - Accounts. This will
open the Accounts Window. An account describes the user login and password
parameters to register to those services. Those services can be an Internet
Telephony Service provider (like Ekiga.net), or an IPBX (like CISCO, Nortel, or
.(Asterisk

The Accounts Window will allow you to add Ekiga.net, Ekiga Call Out, SIP
.providers and H.323 providers accounts and to register to them

:SIP account < U>,S aslol
.S o)lg 1) g w8l ol : Name
Soaidy wloas eSS v jl Lo aS caawl Host Name L, IP Addre/ss S Ygozo ol 1 HOSE
.S o)lg | 095 529,94 g 1 User

Authentication User: If it is different from the user parameter you provided
above. In that case, the user field will be used to control the outgoing identity
for the account you are adding, while the login will be used during the
authentication phase

.S o)lg | 59> Heue 50, 1 Password
Registration Timeout: The timeout after which the registration should be
updated. NEW_3600 is default. NEW



Please update the following fields:

Name: [|
Host |
s |

Authentication User: [

Password: [

Timeout: 3600

| Enable Account
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=~ General

Codecs

Personal Data
Codecs

General Settings

Call Options

Sound Ewvents
= Protocols

SIP Settings

H.323 Settings
=~ Audio Settings

Devices [] Enable silence detection

Codecs [] Enable echo cancelation
=~ Video

Devices

Codecs

| speex 16kHz H.323, sIP|[~]
[¥] Speex 8 kHz H.323, SIP
] PCMU 8 kHz H.323, SIP |
] PCMA 8 KkHz H.223, SIP
] iLBC 8 kHz 323, SiP |

[¢]®)
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K EKiga FTeferences (5

= General Codecs
Personal Data
Codecs
General Settings m h264 90 kHz SIP
z
Call Options
. [¥] theora  90kHz SIP .
Sound Events -
[¥] h263-1998 90 kHz SIP
= Protocols j
[¥] MP4V-ES 90 kHz SIP [Q’
SIP Settings
9 ¥| h261 90 kHz H.323, SIP [3
H.323 Settings -
= Audio Settings
Devices Maximum video bitrate (in I-:bltsfs] |450
Codecs Picture Quality 1 Frame Rate
=~ \ideo
Devices
Codecs
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Using Ekiga with Audio Servers
Windows: Direct Sound

GNU/Linux: ALSA, Pulse Audio, OSS
FreeBSD: OSS

Solaris: OSS

Using Ekiga with Routers and firewalls

NAT traversal

Ekiga has advanced methods to allow the traversal of various NAT types. There
is still a type of NAT, the Symmetric NAT, which cannot be traversed without
exterior help, a proxy. If Symmetric NAT is found, ekiga will register, but no call
can be made. Right after the registration, it shows (in the current version) the
message "Bad NAT type" in the terminal. Upon calling, it gives the "Abnormal
:call termination" error. With "-d 5" you will see a message like this

StunDetector:0x41b1d950 OPAL STUN server 0:02.777 10:46:45.008 2008/07/24
"stun.voxgratia.org" replies Symmetric NAT, external IP X.Y.Z.T

More information about symmetric NAT: Symmetric NAT means that it's not
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possible de guess what ports will be used. There is no solution in this case,
except using an external proxy. Such proxies use VERY high bandwidths. (Skype
for example avoids this problem by using users with public IP addresses
(.themselves as proxies

[edit]

GNOME

The main port listening for incoming connections in Ekiga for SIP is port 5060
(UDP), while 1720 (TCP) is used by H.323. To change those ports you need to
load "gconf-editor". Open gconf-editor, select apps from the left hand side
menu and then select Ekiga. Then select "sip" or "h323", it should give you a
list in the corresponding window to your right. Select listen_port and change it
.to your desired value. You can also change the UDP/RTP port ranges

The "listen_port" value is the port Ekiga will listen for incoming connections .1
.on. It is different for SIP and H.323

The "rtp_port_range" value is the range of UDP ports that Ekiga will use for .2
RTP (audio and video communication channels). Ekiga needs to be restarted for
.the new values to take effect

The "udp_port_range" value is the range of UDP ports that Ekiga will use for .3
.SIP signalling or when registering to H.323 gatekeepers

The "tcp_port_range" value is the range of TCP ports beside the listen _port .4
that Ekiga will use for the H.245 channel with the H.323 protocol. That port
range is not used by SIP. It is not used either when H.245 Tunneling is enabled,
which is in general always the case, except when calling old H.323
implementations like Netmeeting

FAQ wYlguw wlg>
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Call

Call Hold (SIP and H.450.1): This effectively pauses Video & Audio-
.transmission

Call Transfer (SIP and H.450.2): You can transfer the remote user to.
.another H.323 or SIP user
Call Forwarding on No Answer, on Busy, Always (SIP and H.450.3):.

This allows you to configure Ekiga to forward incoming calls to a specified
.SIP or H.323 user

Do Not Disturb Modes-

.Dialpad: This allow you to dial numbers.

DTMFs Support: This feature is necessary when using services asking-
.you to dial numbers

Calls History: This is a convenient way about all outgoing and incoming-
.calls

Call Monitoring: Statistics about the network traffic caused by Ekiga are-
.displayed in the status bar

Enum Support: Enum is a method to provide a unified numbering-
system between the public switched telephone network (PSTN) and
.various VolIP providers

Video

Configurable Full-Screen Video Conferencing-

Quality Versus speed slider-

(Support for XVideo (hardware rendering-

(High Framerate (up to 30 fps-

(Configurable Resolution (from 176x144 to 704x576-
SIP Capabilties exchange-

Text chat
(Instant Messaging with built-in smiley support (SIP-
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(H.245 Text Chat during calls (H323.
Graphical selection of smiley for easy inclusion in text message-
Presence display: display your peer chat status-

Devices

0SS and ALSA Compatible Soundcards Support:
Video4Linux, Video4Linux 2 and Firewire Cameras Support-
Devices Auto-Detection:

Automatic detection of hotplugging of alsa audio devices and video4linux.
video devices on Linux

Audio

iLBC, GSM-06.10, MS-GSM, G.711-Alaw, G.711-uLaw, G.726, G.721-
and Speex Audio Codecs

Dynamic Threshold Algorithm for Silence Detection-

Echo Cancellation-

Wideband Codec Support-

Video

H.261 Video Codec:
H.264 Video Codec-
H.263+ Video Codec.
MPEG4 Video Codec-
THEORA Video Codec-

Video Bandwidth Limitation.

VolIP services

Possibility to Simultaneously Register to Several Accounts: You can-
register as many SIP or H.323 provider accounts as you want, and you're
.able to use them simultaneously

SIP Compliant: You can use any SIP compliant VoIP provider. They maye-
provide you address for VoIP similar to e-mail address, PC-to-Phone calls,
... ,Phone-to PC calls, Voice mails

.Registrar Support: You can register to SIP compliant VoIP providers.
.H.323v4 Compliant: You can use any H323v4 compliant VolP provider-
.Gatekeeper (RAS) Support: You can register a VolP service using H.323-
Outbound Proxy Support: Some providers use a relay for your-
.communications and require this setting

.H.235 Annex D. Support: Security of calls-

SIP: SIMPLE presence support.

Better SIP Outbound Proxy support: As recommended in the RFC.
Better handling of SIP registrations: More robust code-
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SIP Presence subscriptions: SIP SUBSCRIBE/NOTIFY-
SIP Presence publishing: SIP PUBLISH-
SIP Presence document: SIP PIDF.

Integration

Part of Ghome-

Integration with Novell Evolution 2.00: You can share your contacts.

M ™with the groupware client for Linux, "Novell® Evolution

KDE and GNOME Compatibility-

Remote LDAP server integration for network address-book integration.
(Interoperability with PBX like Asterisk(tm-

Local network integration using the Bonjour/ZeroConf protocol-

Network

Transparent NAT Support, Assisted NAT Support (STUN, IP-

Translation): Ekiga has extensive and improved NAT support thanks to
STUN. In 99% of the cases, you do not have any configuration to do, and
.you can even be reachable from the outside without any port forwarding
Rendez-Vous Support: This system facilitates service discovery on a-
local network. Ekiga users in the local network will show up
.automatically

Gateway/Proxy Support-

H.245 Tunneling and Fast Start.

Unique port : Use only one port for all outgoing SIP requests going to the-
same destination

Detection of dynamic IP address changes and coming up and going down.
of network interfaces

Tested hardware
. 2uiS axz o Sid ol & EKiga b oo giwlo T bl jdleasuw wlasuise gxd sl
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. a plugin for Firewire based cameras

Saluwgs USB s w90 s menu Edit—Preferences—Devices—Video device »
9o wiluininy VA2 o VAl

298 EKiga as xl .« webcam S ¢ TV card & siile 20> video device (uxiz losiv ,S]
. S oslatwl plaS i aS

. ug » Menu Edit—Preferences—Devices—Video device «

Edit —» Preferences — Video Codecs - Enable Video lewlsi ;5 o9 sjilwdlrs sl p
. xS wlxil |, Support fv

Test your webcam
:To test your webcam you can do this

There are 6 icons on the left side of the main Ekiga window. Push the 4th button from the top
(a grey round webcam). If eveything is ok, you'll see the output of the webcam. If not, you'll
.see the Ekiga logo bouncing slowly

< picw iy Ul Sl 905 S pilgicsw Ul ¢ pylai Guine> uo

You can always select Edit —» Preferences - Video Codecs - Enable Video
Support with a plugin like MovingLogo or StaticPicture. Doing so, a test picture
will be transmitted to the remote endpoint during calls. You can also choose to
send a picture (e.qg. of yourself) to the remote endpoint in the Edit —»
Preferences — Video Device section
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